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On the wake of similar operations carried on by Hacktivists against Law Enforcement Agencies all over the World,
the Italian Cell of the infamous collective Anonymous has decided to cross the line targeting the Italian Police with a
clamorous Cyber Attack under the label of #Antisec movement.

On October, the 23rd, the Hactkivists have leaked more than 3500 private documents, claiming to own an additional
huge amount of sensitive information such as lawful interception schemes, private files and e-mail accounts.

The Italian Police has indirectly confirmed the attack, downplaying its effects with a scant statement (in Italian) that
(easily predictable) has raised a furious reaction by the Hacktivists. According to the above mentioned statement, no
server was compromised, but the leaked data were just the consequence of several "illegitimate accesses" to private
emails belonging to police officers (as to say that several compromised accounts are less severe than a hacked
server).

Strictly speaking, this latest attack is not a surprise since in the past months, mainly after the infamous 50 days of
Lulz of the LulzSec collective, Governments and Law Enforcement Agencies all over the world have become the
preferred targets for Hacktivists under the Antisec shield. From a broader perspective this trend was apparently
decreasing during 2012 because of several factors : the discovery of the double identity of Sabu (an hacktivist during
the day and an FBI informant during the night), the arrest of WOrmer and ItsKahuna (two members of the CabinCr3w
collective who left behind them a long trail of cyber-attacks against law enforcement agencies, and, last but not least,
the arrest of the members of the Team Poison Collective.

Unfortunately This cyber-attack changes the rules and brings the things back in time to Summer 2011. It looks similar
to LulzSec's Operation Chinga La Migra, targeting Arizona Border Patrol, and to another (nearly contemporary) cyber
attack that allowed LulzSecBrasil (??) to leak 8 Gb of data from the Brazilian Police.

Hopefully this cyber-attack will change the rules in Italy, it has dramatically demonstrated the real risk for public
institutions and the need for a greater level of security. As a consequence it cannot be absolutely underestimated.
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Cet article est repris du site http://hackmageddon.com/2012/10/25/...
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